ABSTRACT Due to broadcast nature of wireless medium, increased density of users, base stations (BSs) and small cell size in the ultra-dense network (UDN), the users are susceptible to be attacked by malicious eavesdroppers (EDs). However, UDN is provisioned with exceptionally adequate performance for all diversity of users along with the appearance of low power small cells in abundance. This paper deals with the secure transmission in UDN for high speed (or vehicular) users under the influence of single or multiple EDs. Thereby to ensure secure communication, we design a detection algorithm based on pattern matching for high-speed users by computing the secrecy rate loss (SRL) and simultaneously estimating the ranks to determine the sensitive area for attack. We then also develop the mathematical approach through the formation of a correlation matrix. We formulate the secure and energy efficient algorithm called region-based algorithm (RBA), which will protect users by encrypting the information transmitted in the sensitive area of attack. Simulation results reveal that the proposed algorithm is energy efficient and secure. RBA outperforms the conventional approach of encryption and also helps in saving energy (reserved for encryption) more than 90%. We also propose the optimal utilization of saved encryption energy to further improve the secrecy rate of moving users in the region of attack. The simulation results verify our theoretical approach and proposed approach well meets the target QoS in the attacked zone, to overcome the impact of ED.
I. INTRODUCTION
The evolution of wireless communication has imparted in the escalation of data rate demand by the subscribers. In order to satisfy this expanding desire, small cells are deployed in abundance with the purpose to provide desired QoS [1] - [3] . These low power small cells provide exceptionally good coverage support and are widely used to serve both indoor/outdoor users [4] . The close proximity of a large number of small cells with the subscribers and the amplifying density of small cells under a single macrocell, handling different applications led to the development of a new
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type of architecture, known as UDN [5] . This has provided with new insights on how densification provides users with seamless connectivity and perpetual services. Hence, the UDN architecture is divided into fully-functional BS (picocell/femtocell) and macro-cell extension (relays etc.). Variety of applications are flourishing under the UDN architecture outset from D2D communication to IoT enabled services. Additionally, the areas where UDN is expected to be present are airport regions, Cafeteria, academic areas, malls, dense residential areas, etc. [6] .
Based on the literature accessible, the UDN deployment introduces many technical challenges namely interference, high power consumption, efficient bandwidth utilization, securing the transmission and many more. The main cause in the inflation of these issues is the increased network densification. Among all, the interference and power control can be exercised by introducing proper algorithms for resource management [7] . But all the efforts will go in vain if security is not committed to the sensitive information that is being transmitted because increased user's density will reinforce the traffic burden on the network. As a result, new techniques for detection and protection is required that would be flexible, robust, reliable, secure and defensive in worst cases also. Hence, the focus on the security aspect of UDN is acknowledged in this article, due to intrinsic densification and scalability [6] . Besides all these, the UDN also promises to support uninterruptible services to moving users. However, the reduced inter-site separation has generated a lot of handover overheads and failures [8] , [9] . Thus many security breaches are expected to induce during the transition from one small cell coverage range to another, which further motivate towards the protection of moving users associated with the small cells.
A. PREVIOUS AND RELATED WORK
In our previous work [10] , we analyzed the handover based attack which is done by extracting and studying the handover spots in picocells for UDN, for high speed users. We have taken into consideration SNR, SINR, and CQI for analyzing the weak spots of attack. We extend our work for the same scenario in this paper and try to detect the probable region of attack by pattern analysis and the detected region is further protected using a suitable encryption technique. In this paper, we underline the detection approach followed by protection related to user equipment (UE) progressing with high speed particularly aiming at UDN scenario. In [6] , Chopra et al. further pointed out many security challenges in the real-time deployment of UDN. But the security issues of speedy users is the most continual and more often occurring event, which attracts the great interest of the researchers. In general, it is quite challenging to detect the attacker's presence for the critical phases (like Handover regions or other), due to an immense density of small cells, the close association of users, multi-antenna approach, and high communicating frequency. Hence, due to the shared nature of wireless medium, the high speed users will be inclined more towards handover based attacks either by stealing the identity of the UE or by launching bandwidth spoofing attack. This results in rogue access point (AP), de-authentication attack, resource exhaustion and so on [6] . Among all, the spoofing attack has a serious impact on the services and performance of the network. Recently, physical layer protection scheme (PLS) has gained a lot of importance in the contemporary generation of wireless communication [7] , [11] . These PLS has tried to explore the physical layer characteristics of the medium either by manipulating the signal that is in transmission phase or by removing the aftereffect of the attacker. The main PLS schemes are as follows: Artificial Noise (AN) [12] - [14] , Beamforming [12] , [15] - [19] , Relay-Assisted, Massive MIMO, cooperative jamming, etc. On the contrary, these approaches put unnecessary burden at the side of the sender as well as of the receiver. Moreover, the PLS techniques cannot be directly executed for the current wireless era, with the rising density of users. Thus, proper amalgamation is obligatory between the existing PLS schemes and prior cryptographic algorithms, which is fulfilled through our proposed approach called Region Based Algorithm (RBA). This Region based scheme tried to scrutinize the physical layer parameter(s) in order to trace the pattern of a user for the detection of the attacker. The following approach targets vehicular users. However, none of the existing PLS schemes focused on the abovestated problem in association with an encryption scheme. The probable area of attack is further protected with the support of an encryption algorithm.
Zeng and Zhang [20] proposed a closed form expression for secrecy outage probability considering various fading conditions without proper knowledge about the location of the eavesdropper. Zhou et al. [21] tried to study the active eavesdropping technique through spoofing relay. The spoofing prevention is provided by power splitting scheme. The impact on secrecy performance has been investigated for random eavesdropper in [22] - [26] . Chen et al. [27] proposed a detection mechanism for the detection of spoofing attack using MDL. The spoofing and Sybil attacks detection were performed in [28] , using k-cluster approach for WSN. We propose an RBA scheme which is based on region based encryption. As for now, many works on the energy consumption of various security algorithms has been performed. In few works, the hardware and simulation calculative work performed and considered the energy consumed during key generation, encryption/ decryption, etc. Likewise in [29] , Masoud et al. performed the power consumption from devices of various configuration in comparison to different applications like music, video, games etc. The comparison among various encryption algorithms performed in [30] for the power consumption of varied file sizes. The power consumption of software and hardware implementations of security algorithms executed in [31] and they concluded that hardware FPGA implementations proved to be much faster than the software implementation. In [32] , Potlapally et al. investigated the energy requirement of the various cryptographic algorithm. In [33] , Yu et al. performed the experimental testbed analysis for various cryptographic asymmetric and symmetric algorithms. Based on the shortcomings of the existing literature, we propose a detection scheme using Secrecy rate for the identification of probable attack region and put forward an energy efficient algorithm.
Most of the previous works stressed the use of cryptographic algorithms at the intermediate layers of wireless transmission to assure confidentiality. All these cryptographic algorithms are convincing and adequately provide end-to-end security. They further add complexity while implementation. In cellular communication, it is evident that it is nearly difficult to support encryption for the entire transmission range because of small and low power backup devices. To tackle this issue, RBA emerges as the promising and benefiting technique through enabling security to the extracted region using secrecy rate and further optimally consuming the saved energy during the whole process.
B. CONTRIBUTIONS
Most of the physical layer protection algorithms count on either beamforming or on the use of jamming techniques, for the protection of users transferring the information wirelessly. They all bring about complexity to the BS, with an increase in antennas at the BS. Hence, all these enabled features come at a cost which is indebted through an increase in power consumption for the entire network. Thus, to overcome this issue, we proposed an approach that maintains confidentiality by simultaneously saving the encryption energy. The key contributions of the paper are summarized as follows:
1. A system model for the UDN scenarios is presented by deploying dense picocells typically focusing on the vehicular users to determine the probable sensitive region or weak security area. Also, the channel is estimated by incorporating various conditions like multipath fading and losses like shadowing, large scale fading etc., for the vehicular users. 2. We propose an optimal strategy to detect the presence of ED, through pattern matching in a real-time scenario by examining the SRL. 1 With this, we can detect the maximum area of impactby effectively marking the three positions termed as Rank's, which corresponds to small area called Z, where RBA is intended to be applied. 3. Alternatively, we derive the mathematical approach to determine the presence and nature of ED by forming the matrices to further find the value of correlation coefficient. 4. With the detection of ED in the network and Z using the above mentioned technique, we propose an energy efficient secure algorithm called RBA and introduce an applicability of suitable encryption procedure in Z 5. In addition, we further propose an optimal strategy for utilizing the saved encryption energy 2 to further improve the capacity of the main channel of the vehicular user. 6. Finally, the complexity for the proposed RBA is accessed with respect to increase in Z for SNR and consumed encryption energy for the case.
C. ORGANIZATION AND NOTATIONS
The paper is organized as follows. We present the system model description and mathematical formulations for RBA strategy in section II. The simulation results are shown and analyzed in section III and we conclude the paper in section IV. Notations: The superscript T denotes the transpose of a matrix. x represents the estimated value of x and x shows the value of x in decibels. |X | and rank (X ) show the determinant and rank of X respectively. Whereas, E [X ] shows the expected or mean value of X . X represents the matrix of size n × m
II. PROPOSED REGION BASED ALGORITHM
In this section, the proposed region based (RBA) security measures in ultra-dense network (UDN) is presented in detail. It consists of a system model for the proposed RBA for vehicular security, vehicular attack detection and prevention measures. The notations used throughout this section is described in table 2.
A. SYSTEM MODEL DESCRIPTION
A realistic ultra-dense network is considered for the implementation of vehicular security measures. The UDN infrastructure is based on large number of small cells and UEs served by a macrocell deployed in a random fashion according to homogeneous Poisson point process (PPPs) with spatial densities of λ B and λ u , respectively. However, the density of small cells has a considerable impact on the spectral efficiency, refer (23) inLemma 2.
Vehicles under a single picocell are considered as the target nodes, which tends to switch their locations at a particular instant of time. The neighboring picocells are also focused because there might be possibility of handovers surge in a dense environment. In fig. 1 , two picocell BSs are situated at the center of their respective coverage area serving large density of users. The picocell BS executes location oriented detection approach for the vehicular users, under the influence of attack. The RBA approach separates the users under the influence of malicious activities via vehicular detection and prevention mechanism. The RBA approach for vehicular users executes verification of real-time obtainable capacity and if the value falls within the defined limits, the area is requested for the protection scheme to get activated.
A picocell BS administers the RBA approach either on a vehicular user or the area prone to attack. Here, the distance between the user and BS is significantly small and must be less than R, to successfully implement the designed framework. Mathematically, the distance between serving BS and i th moving user can be represented as
Let P tx and P u denote the maximum (per-user) transmit power of picocell BS and UE, respectively. Assuming multiple antennas (i.e. k) and single antenna at the side of BS and user, respectively. Thus, the channel gain from BS, B with respect to i th user is given by h m i,B C k×1 and between eve and i th user by h m i,e C 1×1 , respectively. We assume that all the channels undergo large scale path loss and experience slow fading, due to Doppler shift, for high speed users [34] , [35] . We make few assumptions regarding the CSI and noise power, in this paper:
1. The CSI of all the users is assumed to be available at the BS. 2. The CSI of ED is unknown to the BS. 3. Noise power is assumed to be constant at every instant of time t for the moving user. Hence, for the high speed user, channel will vary predominantly due to large scale path loss, shadowing and little due to time-varying channel.
We assume in our system model that i th user is moving with velocity v kmph and the corresponding values of SNR 
The SINR received by i th user from BS under normal transmission phase is given by
where
is the received signal power by 
If the user is transmitting with the rate of transmission, R t and the required secrecy rate 3 of the transmission is R s . Mathematically, R s can be expressed as
where C p e = log 2 1 + γ m e,B . Now, in order to successfully transmit the data to the intended destination, or positive rate is achieved by (R t − R s ) and if the difference tends to be greater than zero, then the protection from eve is guaranteed. The link is said to be reliable if R t C d where C d represents the maximum channel capacity of link, L from BS 1 to i th user. Hence, the above stated condition is determined as an outage connection probability and is represented by
where P(x) represents the probability of x and p so shows the secrecy outage probability. 3 Secrecy rate (R s ) can be defined as the number of bits (in bps) that can be successfully transmitted from source to destination without being intercepted by the eavesdropper.
B. VEHICULAR SECURITY FRAMEWORK
The Region based algorithm operates in two phases including verification of vehicular users and protecting the information to prevent any further manipulations by the attacker. The serving BS keeps track of the actual value of the capacity obtained for the vehicular users and initiates the protection mechanism by suitably integrating security algorithm with least energy consumption.
1) VEHICULAR ATTACKER'S DETECTION
The vehicular attacker's detection (VAD) functions for dense condition where the presence of small cells are in abundance, for only desirable one hop communication between target node and serving BS. The malicious activity is identified by matching two patterns by incorporating all the basic amenities of dense scenario. Here the two different patterns 4 are considered for the proposed scenario for two different conditions. Initially, the prerequisite conditions are determined beforehand which consists of estimated channel conditions, expected rate for the positions, etc. which is compared with the real-time extracted results. Hence, the first condition is free from ED effect whereas for the second condition there might be the probability of ED presence.
VAD operates in two phases in UDN infrastructure supporting short range communication. Firstly, it detects all the vehicular users in a given cell coverage area. Secondly, it categorizes all the compromised target nodes (moving) by matching SRL with Th threshold. Hence, we categorize the outputs of VAD into classes: Class 1: Effect due to loss in quality of channel link Class 2: Effect due to eve's presence.
Based on above categorization, we consider the two hypothesis, H 0 (no attack) and H 1 (attack occurred), for high speed user:
In H 0 , the eve is absent, but in H 1 , we consider the active eavesdropper. Thus, eve's sole purpose is to reduce the SINR of the user largely s.t. p st will drop.
The unauthorized node presence can be detected by obtaining the value of correlation coefficient for vehicular users. It is assumed that the location of malicious node is unknown and the operating criteria is not defined. It can work either independently or in cooperation to compromise the vehicular nodes in large number. Let us consider, a vehicular node i served by BS 1 (see fig. 1 ). As stated above, the presence of attacker can be justified by matching the traffic pattern, when there is no eve (A) and when there is a doubt about the ED's presence (B), 5 after the SRL is computed ∀p. This can be related with the mathematical analysis by creating a relation between A and B. However, the following study includes the formation of correlation matrix 6 
Mathematically, Correlation Matrix can be expressed as:
andR XY = R 
Using the above value ofR XY in (7), we get:
whereṅ represents the positions up to which ED degenerate the user passing by in BS 1 . If R = 1, then R XY =ṅ p , but also,ṅ < p which shows that R XY < 1. Hence, R XY = 1 shows the upper limit of correlation matrix and 6 It can be defined as the degree up to which the SRL matrix matches itself or in other words, it also depicts the similarity score of the set of values with itself. 7 andr 1 s,e can be obtained by using (4) when (11) Thus, the tampering by ED(s) in the network of UDN will lead to the formation of non-zero value of correlation coefficient, R XY In case of multiple EDs scenario, each ED has different impact on user passing close to it. Hence, the same R XY can be furbished for multiple user's scenario under the influence of different ED's. R XY is again rejuvenated for different ED locations and n > 1,
whereė n ∈ e andė n shows the n th ED effecting the i th moving user, R e XY is recreated for the multiple moving user, for the entire transmission phase till it disappears from the coverage zone of BS 1 (12), non-zero values ie. R in row 1 implies that the ED is present near to that area. Similarly, for any n th row, R shows the ED's inflected zone. Hence, using this mathematical approach, the ED(s) can be detected effectively for high speed users. Through R e XY we would be able to see the weak influence of ED, which can be easily set through appropriate selection of threshold value for data rate.
2) VEHICULAR ATTACKER'S PREVENTION
In the vehicular attacker's prevention (VAP) for RBA, encryption of information is done by the BS. The encryption guarantees the confidentiality of the crucial information exchanged between BS and vehicular users, for single hop communication. The vehicular user receives the protection from serving BS and transmission range for the connection is decided as per the quality of the link to which it is attached. It is proposed that once the BS detects the activity of the malicious node in a suspected region, that area is covered under the encryption scheme. Instead of using the encryption energy for the entire transmission period, the VAP in proposed RBA carries out an intelligent task by maintaining the confidentiality of the information for a very small area Z. Further to this, the encryption based RBA protection scheme is applied for vehicular users typically targeting dense cases. It further aids in saving the portion of the total encryption energy reserved for protection of vehicular users and utilizing the saved encryption energy for improving the performance of the vehicular users. The flow chart description of the whole procedure is given in fig 2. Let E T be the total energy required to transmit M B bits of data from S → D and is given by
and X & Y are constants. Then, rewriting (13a), we get
Putting the value of PL in above equation, where m B corresponds to number of bits required to be transmitted in Z using RBA. Then the total saved encryption energy after implementing RBA, E o can be determined by
Estimation of m B depends on v, application required and channel conditions in Z. Further solving (13f), we get
Putting the value of T r in (13g), we get
From (14), it can be clearly understood that E o depends on v and R r = ( R u − R e ) is the estimated data rate in bps/Hz for Z In the presence of ED, R r ↓ reduces as R e ↑ but ED is absent R e = 0 then R r = max, which results in the decrease of M B − R r ↓ . reduces due to ED presence. Hence, putting the value of R r in (14), we get
The above equation (15) gives us the estimated value of energy saved, using the approach of RBA. In the second phase of VAP, the remaining encryption energy ( E o ) can be utilized for enhancing the power of the transmitting signals for user, i in Z Reconverting E o in terms of remaining power P r , we get
Here, two cases arises: 1) When there is only one serving user available in Z to the BS and 2) More than one user is available in Z, in order to compensate for the losses due to ED. Let λ Z u be the user's density in Z So, the increment in transmission power for i when encryption is applied P tx,i + P r and P r < P r , where P r and P tx,i are the power reserved for encrypting the data as per the demanded application and power allocated to user, i by the BS, respectively. Hence, the SNR of the moving user, i in Z can be formulated as (16) where P tx,i is the allocated power to user i by serving BS i.e. BS 1 . When RBA is not applied P r → 0 and P tx,i = P tx which means that all the energy reserved for encryption is fully consumed and SNR is given by
On comparing (16) and (17), we observe that γ Z i,RBA strengthens by utilization the remaining power P r for improving the SNR, γ Z i Let r Z i,RBA and r Z i be the corresponding data rates achievable for γ Z i,RBA and γ
when RBA is applied or not, respectively. Hence, we define a term called as Gain, I G (or improvement) in terms of proposed approach which can be formulated as
Algorithm 1 presents the detailed description of RBA for both VAD and VAP.
III. RESULTS AND DISCUSSIONS
In this section, the simulation carried out to evaluate the vehicular security framework for the proposed Region Based approach (RBA) is discussed in detail. Initially, two picocells are considered as described in detail in section II. For simplicity at the present stage, the random but straight trajectory is assumed to give better view of the performance metrics i.e. from BS 1 to BS 2 . The two major performance metrics are taken to evaluate the feasibility and practicality of the RBA including SRL and Encryption Energy. The cell radius is taken here to be 200 m. However, the result is also evaluated for the case where random locations of ED is assumed for the same user. The main motive of RBA is to optimally utilize the saved energy reserved for encryption to improve the QoS of the legitimate node. RBA is simulated using MATLAB by considering the same scenario taken in our previous works [10] , [35] . The work presented in [10] and [35] also stated the results by taking interference for UDN deployment. Table 3 presents the list of parameters used to simulate the results.
A. SECRECY RATE LOSS (SRL) ANALYSIS FOR DETECTION OF ATTACK THROUGH VAD
Firstly, the presence of attacker is legitimized by computing the SRL using VAD under RBA, for random ED locations. In the following simulation, we study the SRL (bps/Hz) for four different iterations namely I 1 I 2 I 3 , and I 4 where each iteration corresponds to different ED location. We analyse the impact of only one ED on the main channel of vehicular user at a time. Furthermore, it can be clearly seen through fig 4, that maximum value of SRL or the best channel between the i th user-ED is assigned with Rank I , which shows the most significant region as the SR 8 drop is high. Similarly, Rank II and Rank III represent the second and third higher value of SRL fromR XY .
The area marked under RankI , II and III show the commanding region for ED and enforce the implementation of RBA, in the marked area. Fig. 3 and 4 show the impact of movement of vehicular user on SR and SRL, respectively. The results are plotted for P tx = 1 W maximum picocell BS transmit power for a vehicular user. There is high chances for P tx to drop below 1 W which is true for practical real-time scenario in UDN as the resources are allocated according to the nature, density of users and their corresponding data rate requirements, for the same coverage area. From fig. 3 , it can be clearly seen that we are still be able to achieve positive SR in UDN and the region of maximum impact is highlighted for every iteration as shown in the results. But the loss in capacity (SRL) in the presence of ED is maximum for Rank I followed by Rank II 8 SR and SRL have an inverse relation with each other because as one drops other rises.
and Rank III and their corresponding channel coefficients of the main channel is designated as h 1 h 2 and h 3 , 9 respectively. In the similar manner, the complementary channel coefficient between the user and ED is given by h 1e , h 2e , h 3e However, for a positive SR, h 1 > h 1e , h 2 > h 2e and h 3 > h 3e . The VAP is applicable only after the susceptible region of the ED presence is extracted through VAD. Hence, the region is marked here as Z which is traced through SRL values which depicts the nature of attacker. Via energy optimization, we derive an optimal strategy for utilizing the saved energy for improving the SNR of the mobile user, in the RBA marked region Z which is discussed extensively in following sections.
B. ENERGY SAVED AFTER APPLYING RBA ALGORITHM
Based on the computed values of energy required to encrypt or decrypt a bit in [12] , we calculate the total encryption energy E T b required to encrypt the total bits transferred for R = 200 m for v = 60 kmph and T = 11.9 s ∼ 12 s. For a given combination of R t and T , the total bits transmitted is 12 Mbits/Hz From previous results through VAD, Z comes out to be 10 m and the total bits to be encrypted is 0.6 Mbits/Hz for a short transmission span of 0.6 s. 
C. PERCENTAGE OF SAVED ENCRYPTED ENERGY
It is clearly enunciated that there will be drop in the amount of saved encryption energy with the expansion in Z More specifically, RBA has the maximum value of E 0 for Z = 10 m This can be attributed to the fact that smaller region requires small value of encryption energy. For this analysis, we take P tx = 0.2 W (for each cellular user) and all computations are based on this assumption. When Z = 10 m then (%) E 0 = 97.22%. Whereas it is 90%, 80%, 70% and 65% approx. for Z = 20, 40, 60 and 70 m, respectively. Although, such a large region shows the inability and inaccuracy of the detection procedure in defining the region of attack. Thus, larger Z is not recommended. On the other hand, smaller value of Z shows the precision and efficiency of the proposed algorithm. The above analysis is performed for only one ED location, but in case of multiple colluding ED's, it would be nearly very difficult to estimate the best channel of the ED from the target node using SRL. Hence, Z > 10 m is expected and desirable in that situation. Fig. 4 shows the impact of vehicular user movement on the SRL for three different iterations. The results are computed separately for each location of ED.
D. EFFICIENT UTILIZATION OF SAVED ENERGY
In fig. 7 , the SR for the attacked vehicular user is compared with/without using RBA algorithm, in the presence of random ED location, for I 1 . It is concluded that when P tx reaches a maximum value, there will be hike in the capacity, but it is not the case for real-time deployment. Due to huge number of users, the total power of BS is distributed uniformly or as per the demand generated to the serving BS. Now, concentrating on the attacked area of I 1 , we compute the capacity (bps/Hz) for Z = 10 m and P tx = 0.2 W By taking R t = 2.5 × 10 6 bits/s [37] , the energy required to transmit 1.5 × 10 6 bits in 0.6 s is 5.112 mJ . 5 shows the capacity of user with different values of P tx . The result is plotted for two situations including the absence and the presence of ED. It is clearly enunciated that capacity of user increases with increase in P tx , when ED is absent. However, the similar trend of curve is still observed for R t with increase in P tx , when ED is expected. But the latter case shows a gradual decrement in the value as compared to former scenario when ED is absent. If the malicious node is able to influence the performance of the vehicular user, then E 0 is still sufficient to improve the performance in the region of attack.
Remarks: We need to calculate here the energy required to transmit one bit of information in Z such that the saved energy can be utilized to improve the SNR of user. Note that not all the save encryption energy is spent on one user for improving the capacity. But, it depends on the data rate requirement in that area. Hence, the algorithm remains stable even for high data rate demand. Also, the energy left after increasing the capacity can be utilized to encrypt the data of other attacked nodes within Z, in case of multiple ED scenario. Fig. 6 shows the impact of separation between user-serving BS on number of users that can be simultaneously entertained by VAP for varied sizes of Z. It is shown that as d is kept constant, the number of users is highest for Z = 10 m followed by 20 m, 40 m and 60 m. This is due to the reason that when the vehicular user is close enough to BS, the channel condition is at its best with high value of capacity. Hence, less energy is consumed by the vehicular user. On the contradictory, the number of users gradually reduces with rise in d due to poor channel condition of vehicular user. This result justifies the importance of RBA for the present scenario of wireless communication. Fig. 7 shows the capacity of user in bits Hz for different P tx of vehicular user. It clearly shows that SR increases drastically when RBA is applied through optimal utilization of E o . Thus, the effect of ED is compensated by the VAP explained in RBA, for the dense scenario. In this analysis, we take the power radiated by ED for estimating all the channel losses in its path. Sometimes, the channel of ED may be excellent w.r.t. vehicular user. But the conditions may not be favorable every time, which further reduces the probability of success rate of attack. Table 4 shows the comparison of various target rates R t in Z for different R s with increase in power allocated to user. The results are evaluated for one Resource Block (RB). The results in table is presented in graphical format as Fig. 7 . It shows that a very little percentage of energy is required from E 0 to meet the given R t s. For a given R t , more energy is required to transmit the extra bits. 8 shows the encryption energy and percentage of energy used for different values of target rate. It can be inferred that encryption energy increases with increase in target rate, which simultaneously upsurges the percentage of energy used (out of E o ). It can be concluded that RBA approach proves to be robust against ED and handles the QoS of the user present in Z very well. This approach also reduces the computational burden at the side of BS. It is further stated and summarized that conventional encryption techniques may not be justified for the present era. However, slight modification is expected to meet the desired rate. The proposed scheme of encrypting the data for the small region with least security is feasible for the problem considered in this work. Additionally, this technique is flexible in comparison to other approaches i.e. Beamforming, MIMO, ANaided design, jammers etc. as the latter approaches only add complexity at the side of both transmitter and receiver. The generalized equation used for computing the extra energy used by BS to increase the data rate from R s to R Z t is derived as Lemma 1 and the computations are done using (21) .
E. EFFICIENT UTILIZATION OF SAVED ENCRYPTION ENERGY FOR IMPROVING SECRECY RATE AND PROTECTION OF OTHER USERS
Remarks Fig. 9 shows the encryption energy for different encryption schemes. The result is plotted for AES, DES, 3DES, IDEA and so on. From [10] , it has been concluded that the probable position of handover is ∼ 160 m. For the problem concerning the vehicular users in UDN, the weakest location or low security area is the region around handover. So after the implication of RBA for Z = 80 m i.e. from 120 m to 200 m, the encryption energy drops considerably in comparison to the whole transmission range from 10 m to 310 m. It clearly shows that encryption energy is proportional to the area of Z. More specifically, 3DES consumes the maximum portion of encryption energy followed by DES, RC2, AES, etc.
Assumption:For simplification, we assume the coordinates of BS 1 and BS 2 to be (0, 0) and (320, 0), respectively. Now by taking10 m as the reference distance from both BSs, the intersite separation between them is 300 m i.e. from (10, 0) to (310, 0) for straight path. Fig. 10 presents the methodology adopted for computing the complexity of the proposed RBA approach. The complexity is enumerated by dividing the distance between two BSs, which is approximated around 300 m, into zones or area of interest. In the given diagram, the whole area between BS 1 and BS 2 is divided into five zones namely Z 1 , Z 2 and so on. Each zone has individual energy requirement and consumption as per the channel conditions and given target rate of the vehicular user. Also, Z 1 has the maximum area and thus the energy consumption for the given area has the maximum energy consumption. The reason for this is that the detection approach needs to search for the entire huge region in order to check for the anomaly, which further boosts in the energy consumption. Hence, Z 1 is anticipated with the maximum energy consumption, followed by Z 2 and so on. The authenticity of the proposed RBA scheme is affirmed through result presented in fig 11. The result reveals that as the area under Z shrinks, there will be an abrupt drop in the complexity in terms of energy consumption of a particular vehicular user. The following result is evaluated for v = 60 kmph. Particularly, in fig. 11 , RBA presents an astonishing drop in the complexity. Thus the proposed approach verifies to be an energy-efficient scheme and also ensure reliability to the vehicular users in UDN.
G. COMPLEXITY ANALYSIS FOR THE PROPOSED APPROACH

H. SUMMARY OF OBSERVATIONS AND LIMITATIONS
The following observations are concluded based on the designed approach and simulated results. The region based (RBA) framework for vehicular users typically intended for UDN environment, yet significantly provides confidentiality to the information that is being transmitted. This framework is developed to estimate the real-time channel conditions for the vehicular nodes by carefully fetching locations through GPS. The RBA approach helps to detect the probable region of malicious activity by examining the Secrecy rate and correspondingly evaluating the SRL values. This framework is designed to trace the pattern of SRL and simultaneously marking the highest locations of SRL values. In VAP, the small region is enabled with protection via encryption for all the vehicular users passing through it. It has been concluded that RBA helps to save the substantial amount of encryption energy. Further, VAP scheme under RBA is designed in such a way to utilize the saved encryption energy to enhance the QoS of the vehicular users.
The analysis of the simulation results shows that RBA achieves a considerable high value of saved encryption energy and simultaneously consuming the portion from the saved energy to neutralize the attacker's influence. Thus, RBA proves to be robust against attacker and optimally utilizes the saved energy by tracing their footprints of SRL from VAD in RBA. Moreover, the RBA scheme makes the transmission less complex. It has been concluded that with increase in Z the complexity can be reduced substantially. Therefore, the proposed region based protection framework for vehicular users is suitable for congestion prone dense environment.
IV. CONCLUSION AND FUTURE WORK
In this paper, we have proposed a framework for security measures for vehicular users when dense scenario of small cells are assumed. The security oriented proposed work for vehicular user consists of detection mechanism (VAD) followed by protection mechanism (VAP). We determine the probable region of attack by the ED by computing the SRL for the individual vehicular user and the nearby area of the highest value of SRL is further processed for the implication of protection scheme. The simulation results validate that RBA outperforms the existing scheme of protection at the network layer. It also proves to be efficient against the damage caused to the performance of the vehicular users, by the ED. This RBA approach optimally utilized the energy reserved for the encryption for the enhancement of QoS, in the region of attack. We also strategized the optimal utilization of saved energy to improve the SR and can meet the required target rates, as per the demand by the subscribers. The proposed RBA scheme can be applied for stationary users in combination to vehicular users. In future work, the authors will analyze other security issues in UDN and will try to investigate the other Physical layer techniques for protecting the vehicular users in collaboration to RBA.
APPENDIX
Proof of Lemma 1:
Let B and n RB be the bandwidth per RB and number of RBs allocated to per user, respectively. It is known that user is moving and the RBA algorithm is only activated when attack has been detected in a particular region, Z When n RB = 1 ⇒ Total bandwidth of user, B = B When n RB = 2 ⇒ Total bandwidth of user, B = 2B When n RB = n R and n R < N R , (n R N R : constant and Total RB sin10 MHz, respectively) ⇒ Total bandwidth of user, B = n R B. Let E b,tx be the energy required by BS to transmit one bit of information or energy per bit and R t denotes the target data rate of user in bits/s/Hz.
Hence,
, where P tx represents the power allocated to user (Attacked Node). Since, the encryption is required in Z only.
The capacity of user in Z for n R RB's is given by and the target capacity is given by
Hence, the difference between C t and C s is the extra bits that are transmitted in Z in order to improve SR and overcome the impact of ED. Hence, the extra bits that we need to transmit in Z, in order to achieve target rate R t is given by
Thus, the extra energy require to transmit C bits is given by:
The above derived equation (21) is generalized form of energy consumed in order to meet the target rate R t from R s . The resultant equation varies with respect to velocity of user or in other words, T varies for a variable v and fixed Z Proof of Lemma 2:The following derivation aims at finding the impact of density of small cells (λ B ) for the UDN scenario on the spectral efficiency. We consider a UDN scenario, and defined area spectral efficiency AS η as the ratio of total capacity for individual users per unit area. In order to derive the optimal expression, we assume an area of 1 km × 1 km, where λ B small cells are distributed randomly and λ u be the users served in the area ( fig. 12) .
Let r p and r f be the radius of picocell and femtocell, respectively. Also, n p and n f denote the density of picocells and femtocells, respectively.
Then the total area covered (i.e. coverage area) by the small cells for the above defined dimensions, we have
Also, n p + n f = λ B , Hence, the spectral efficiency for any user can be represented as
where N denotes the density of small cells that i th user is able to intercept the signals. Additionally, N n p and N n f .
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As λ B and A increases, the inter-site separation between two consecutive cells reduces. Therefore, it is concluded that D min ≤ D ≤ D max , where D min and D max denote the minimum and maximum distance permitted between two cell areas including the situation where one small cell covers more than 40% area of the other small cell.
Hence, AS η can be expressed mathematically as
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